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This chapter looks in detail at specific governance measures to combat mis- and disinformation by civil 
society organizations and governments. 1

The research synthesis in this chapter focuses on:
•	��� What content governance efforts are being made to combat mis- and disinformation? This 

focuses on the work of not-for-profit fact-checking organizations, and on big tech self-regulatory 
and state or co-regulatory measures aimed at strengthening the integrity of information. It 
examines approaches to countering mis- and disinformation in politics, AI systems development, 
the news media industry and privacy and data protection.

•	�� What are the challenges in achieving effective governance of information ecosystems? This 
examines how AI systems can be governed to achieve accountability and transparency, how press 
freedom and the independence of news media can be secured, and the difficulties of governing 
corporatized information ecosystems.

•	�� In what ways are human rights protections jeopardized by governance aimed at curtailing 
online mis- and disinformation? Problems in differentiating between legitimate and illegitimate 
speech online, and the extent to which human rights principles that countries sign up to are 
adhered to, are examined.

•	�� What is known about the public’s appetite for interventions to moderate online mis- and 
disinformation? This discussion explains why there is no ‘silver bullet’ to cultivate trust in 
information generally, and in news media specifically.

The discussion in this chapter emphasizes the need to differentiate between the stated aims of 
governance initiatives and their consequences when practice falls short of normative expectations.

Chapter 8 critically examines alternative data governance practices aimed at resisting injustices, biases 
and harms arising in big tech-dependent and data-intensive societies.

1 �For background reading, see Catalán-Matamoros (2023); Enghel & Noske-Turner (2018); MacCarthy (2023); McGuigan (2023); Montero & Finger (2021); Moore & Tambini (2018, 
2021); Tan (2020); Tyagi et al. (2024); West & McAllister (2023). See Appendix: Methodology for details of literature review process.
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1	� Introduction
The governance of information ecosystems is 
framed by legal and institutional arrangements 
established globally, regionally and nationally by 
states, and by their interactions with corporate 
rules and practices through industry self-regulation, 
co-regulation and direct state intervention. The 
norms and practices of state actors and not-
for-profit organizations vary, even when they are 
framed by commitments to international human 
rights agreements. As information ecosystems 
change, and mis- and disinformation are seen as 
a major problem, measures are being discussed 
and implemented with the aim of improving the 
health of information ecosystems and the quality 
of debate in the public sphere. 2 The question 
of whether these measures are consistent with 
human rights commitments or facilitate the uses of 
digital platforms in ways that enable the big tech 
companies and some states to infringe on these 
rights is the issue at the center of this chapter.

Any assessment of the effectiveness of efforts 
to combat mis- and disinformation should 
include an examination of the roles of not-for-
profit organizations in fact-checking, platform 
self-regulatory practices and co-regulatory and 
state interventions in content governance. These 
are examined in Section 2. In Section 3 some of 
main challenges to effective information systems 
governance are discussed, focusing on governing 
AI systems, efforts to achieve press freedom and 

the independence of news media, and privacy and 
data protection regulations. Section 4 examines 
the extent to which human rights protections are 
jeopardized by content governance measures aimed 
at curtailing online mis- and disinformation. Finally, 
Section 5 reviews evidence on the public appetite 
for interventions by companies and states to 
moderate online information.

2	� Assessing Measures 
to Combat Mis- 
and Disinformation

Efforts to inform the public about the authenticity 
and credibility of news are becoming more common, 
along with efforts to mount counternarrative 
campaigns to mis- and disinformation. There is a 
large mix of efforts and an outpouring of reports 
on the strategies and their effectiveness. 3 Some 
of these measures involve the platforms, but many 
involve civil society actors and, in some instances, 
government action. Table 7.1 gives an overview of a 
set of countermeasures, how much is known about 
them, whether they are effective and whether they 
scale easily. Although the study on which this table 
is based has an international focus, most of the 
cited evidence is by United States-based scholars, 
with some exceptions. The authors conclude that 
‘there is no silver bullet or “best” policy option’. 4

2 �See Chapters 6 and 7 for discussion of a selection of governance arrangements that impact on mis- and disinformation.
3 �See Mendoza et al. (2023) and reports including those from the Center for AI and Digital Policy (CAIDP, 2022) covering 75 countries, updating information about the bearing of 

intergovernmental, country and regional policies on human rights protections (mainly privacy and freedom of expression) and democratic values.
4 �Bateman & Jackson (2024, p. 2), Carnegie Endowment for International Peace, independent think tank supported by the Special Competitive Studies Project (SCSP), private 

foundation focusing on industry competitiveness, US.

http://www.informationdemocracy.org


CHAPTER 7 • COMBATING MIS- AND DISINFORMATION IN PRACTICE

3
www.informationdemocracy.org

INFORMATION ECOSYSTEMS AND TROUBLED DEMOCRACY
A Global Synthesis of the State of Knowledge on News Media, AI and Data Governance

Table 7.1 
Selected mis- and disinformation countermeasures

Type of Action Intervention How much 
is known?

How effective 
does it seem?

How easily 
does it scale?

Public information Supporting local journalism Modest Significant Difficult

Media literacy education Significant Significant Difficult

Fact-checking Significant Modest Modest

Labeling social media content Modest Modest Easy

Counter-messaging strategies Modest Modest Difficult

Government action Cybersecurity for elections and campaigns Modest Modest Modest

Statecraft deterrence and disruption Modest Limited Modest

Platform action Removing inauthentic asset networks Limited Modest Modest

Reducing data collection and targeted ads Modest Limited Difficult

Changing recommendation algorithms Limited Significant Modest

 Source: Bateman & Jackson (2024, p. 5).

2.1	� FACT-CHECKING ROLE IN TACKLING 
MIS- AND DISINFORMATION

Fact-checking was launched by a number of 
non-governmental organizations (NGOs). Since 
then, the number of third-party organizations 
offering fact-checking services has grown rapidly 
in response to the increasing volume of mis- and 
disinformation. By 2024 there were estimated to be 
430 fact-checking organizations across more than 
100 countries. They have developed partnerships 
with major tech platforms and built a transnational 
network, which remains fragile. 5 Figure 7.1 shows the 
network of fact-checkers, as of 2021.

In earlier chapters, we discussed measures to 
support (local) journalism (Chapter 2) and media 
and information literacy (MIL) and AI literacy 
education (Chapter 5, where we explained that 
effects depend on the strategy), and commented 
on social media content governance, counter-
messaging, content removal strategies and 
measures to change how algorithms operate. 
Here, the focus is on fact-checking strategies and 
measures to reduce data collection or to change 
how it is collected.

5 �Graves & Cherubini (2016). According to Duke Reporters’ Lab, there were more than 430 fact-checking organizations operating in 53 countries in April 2024. 
See https://reporterslab.org/fact-checking; Lauer & Graves (2024) report that Meta was paying fact-checkers in 119 countries in 2024 to identify misinformation on Facebook 
and Instagram. In a study supported by the European Research Council (ERC) and Horizon grant, Guo et al. (2022) survey how automatic fact-checking operates.

http://www.informationdemocracy.org
https://reporterslab.org/fact-checking
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Figure 7.1 
Network of fact-checking organizations, 2014-21

Evidence of the impact of fact-checking suggests 
that it has a limited effect on people’s responses 
to mis- and disinformation. Two surveys in the 
United Kingdom of people’s understanding of, and 
engagement with, fact-checking found that this 
process has a minimal impact on people’s news 
consumption. The study also found that participants 
express a desire for more television news fact-
checking, but that the credibility of fact-checking in 
this context tends to reflect people’s beliefs in the 
impartiality (or otherwise) of news channels. 10

The evidence from studies conducted in various 
countries on the effectiveness of fact-checking 
is mixed. Methodologies range from studies using 
a quantitative experimental design to qualitative 
studies involving focus groups, interviews and 
qualitative surveys.

6 �Displays a network of organizations with a core/periphery structure linked by joint session participation at Global Fact conferences 2014-2021. This includes dedicated fact-
checking organizations, journalism and civil society organizations, technology companies, academic institutes and others (Lauer & Graves, 2024).

7 �Walter et al. (2020, p. 351).
8 �Quelle & Bovet (2024).
9 �Procter et al. (2023), supported by the Engineering and Physical Sciences Research Council (EPSRC), UK and UK Research and Innovation (UKRI).
10 �Kyriakidou et al. (2023); qualitative surveys, N = 1065 and N = 542.

Fact-checking organization
Journalism support organization

Civil society organization
Tech company

Academic institute
Others

Amnesty International
Real Or Not

HorizontalSciences Po

OSU

UWA/MIT

United Nations

USC/Tow Center

Youtube

WhatsApp

Facebook

CIME

Internews

Google

Schema.org

Wayback Machine

Fact Crescendo

Georgetown University

Rider University

Ipsos MORI

American Press Institute

University of Antwerp

Dartmouth College

Les décodeurs

Duke Reporters’ Lab

WP Fact Checker

PolitiFact

Dogruluk Payi

Full Fact

Rouhani Meter
TELEX

Demagog.pl

Moi University

Central European University

Massachusetts Institute of TechnologyICFJ

OsloMet University

University of Oslo

Atos Fatos

El Sabueso

France24 Observers
MediaWise

Kaktabaari

Faktisk.no

El Surti
Seoul National University

University of Tartu
University of Lagos

University of Wisconsin

University of Oxford

University of Texas at Austin

University of Münster

University of São Paulo
Columbia University

Namibia University of Science and technology

Høyskolen Christiana

Factly

Alt NewsIndian Today

Vishvas News

Factcheckerin/Boom Live

IstinomjerKrik

Raskrinkavanje.me

Fake News Traga?

Faktograph

JTBC Korea

MyGoPen

InFact

University of Hong Kong

Rappler

Correctiv

Mozilla

Luminate

GIJN

WHO DataLEADS

Open Data Institute

PesaCheck

RMIT ABC Fact Check

RMIT University BBC

Faktiskt.se

NISRA

FacctCheckNI

GhanaFact

Zimfact

Congo Check

Dubawa

AFP

Africa Check
Taiwan FactCheck Center

Factcheckers.it

Lupa

CfiHC
CheckNews

Dig Deeper Media
tsek.ph

La Silla Vacia

StopFake

Pagella Politica
AFP/InVID

University of Erlangen-Nuremberg
Bellingcat

Volume

NED

Fathm

SembraMedia
MDIF

Maldita.es

Meedan

Universidad de San Andrés

University of Exeter

Instituto de Calculo

El Objectivo
Snopes.com

First DraftTeyit

Witness

Storyful

Lead Stories

RE:Baltica/Re:Check

Media Legal Defense Initiative
Faktoje.al

Ellinika Hoaxes

Istinomer

LSE

15min

La Stampa
Metamorphosis Foundation

Associated Press

FactCheck.org
Civil Affairs Institute

Morsi Meter

ABC Fact Check
Science FeedbackPoyner Institute

Aga Khan University

Univision

IFCN

Cheqeado

FactCrescendo

Fact-checking organization
Journalism support organization

Civil society organization
Tech company

Academic institute
Others

Amnesty International
Real Or Not

HorizontalSciences Po

OSU

UWA/MIT

United Nations

USC/Tow Center

Youtube

WhatsApp

Facebook

CIME

Internews

Google

Schema.org

Wayback Machine

Fact Crescendo

Georgetown University

Rider University

Ipsos MORI

American Press Institute

University of Antwerp

Dartmouth College

Les décodeurs

Duke Reporters’ Lab

WP Fact Checker

PolitiFact

Dogruluk Payi

Full Fact

Rouhani Meter
TELEX

Demagog.pl

Moi University

Central European University

Massachusetts Institute of TechnologyICFJ

OsloMet University

University of Oslo

Atos Fatos

El Sabueso

France24 Observers
MediaWise

Kaktabaari

Faktisk.no

El Surti
Seoul National University

University of Tartu
University of Lagos

University of Wisconsin

University of Oxford

University of Texas at Austin

University of Münster

University of São Paulo
Columbia University

Namibia University of Science and technology

Høyskolen Christiana

Factly

Alt NewsIndian Today

Vishvas News

Factcheckerin/Boom Live

IstinomjerKrik

Raskrinkavanje.me

Fake News Traga?

Faktograph

JTBC Korea

MyGoPen

InFact

University of Hong Kong

Rappler

Correctiv

Mozilla

Luminate

GIJN

WHO DataLEADS

Open Data Institute

PesaCheck

RMIT ABC Fact Check

RMIT University BBC

Faktiskt.se

NISRA

FacctCheckNI

GhanaFact

Zimfact

Congo Check

Dubawa

AFP

Africa Check
Taiwan FactCheck Center

Factcheckers.it

Lupa

CfiHC
CheckNews

Dig Deeper Media
tsek.ph

La Silla Vacia

StopFake

Pagella Politica
AFP/InVID

University of Erlangen-Nuremberg
Bellingcat

Volume

NED

Fathm

SembraMedia
MDIF

Maldita.es

Meedan

Universidad de San Andrés

University of Exeter

Instituto de Calculo

El Objectivo
Snopes.com

First DraftTeyit

Witness

Storyful

Lead Stories

RE:Baltica/Re:Check

Media Legal Defense Initiative
Faktoje.al

Ellinika Hoaxes

Istinomer

LSE

15min

La Stampa
Metamorphosis Foundation

Associated Press

FactCheck.org
Civil Affairs Institute

Morsi Meter

ABC Fact Check
Science FeedbackPoyner Institute

Aga Khan University

Univision

IFCN

Cheqeado

FactCrescendo

Source: Lauer & Graves (2024, p. 9). 6

Fact-checking, defined as ‘the practice of 
systematically publishing assessments of the 
validity of claims made by public officials and 
institutions with an explicit attempt to identify 
whether a claim is factual’, is becoming common. 7 
In principle, fact-checking is like expert panel 
content moderation, but it maintains user agency 
by leaving the user to determine its relevance. 
As fact-checking organizations struggle to cope 
with the growing volume of ‘checkworthy’ claims 
appearing on social media platforms, there is 
increasing reliance for many on machine learning 
(ML) techniques. 8 While many fact-checking 
organizations are committed to a process that 
retains a ‘human-in-the-loop’, 9 automated fact-
checking may be inevitable in the future, given 
the continuing rise in the volume of mis- and 
disinformation.
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•	�� A study involving a total of 28 experiments in 
which participants in Argentina, Nigeria, South 
Africa and the United Kingdom evaluated 22 
fact-checks on topics including Covid-19, local 
politics and crime found that fact-checks 
reduced beliefs in mis- and disinformation, 
but there was also evidence of the so-called 
‘backfire’ effect (see below). 11

•	�� A literature review of empirical evidence from 
Brazil, Malaysia, Turkey, the United Kingdom 
and the United States of the efficacy of fact-
checking for combating mis- and disinformation 
concluded that fact-checking, originally 
conceived as a way to hold politicians to 
account, was not able to meet the expectations 
of policy makers. 12

The transparency of sources, funds and 
methodology is argued to be key to engendering 
public trust in fact-checking. 13 Fact-checking 
transparency was compared in another study with 
a sample of fact-checkers in Australia, Brazil, India, 
South Africa, the United Kingdom and the United 
States. 14 In South Africa it was found that fact-
checking undertaken by NGOs scored higher in 
transparency than fact-checking undertaken by 
newsrooms and fact-checkers; India scored higher 
than those in the United States and the United 
Kingdom. Others have concluded that more work 
is needed to understand the influence of different 
political and national contexts on how publics 
understand and engage with fact-checking. 15

An experiment-based study conducted in Australia 
to investigate public trust in third-party fact-
checkers of political claims found, contrary to 
expectations, that third-party fact-checking had 
a negative influence on trust in the fact-checked 
news story – that is, it had ‘a ‘backfire’ effect 
on strengthening media trust. 16 The results also 
showed, however, that the public’s trust, in both 

news stories and the fact-checks done on them, 
was dependent on their trust in the media. It was 
concluded that if third-party fact-checks were 
intended to help restore trust in media, then they 
needed to be conducted in different ways. The 
results of this research may not be generalizable 
to different countries, and whether they would 
generalize to claims other than those made by 
politicians should be considered. In addition, even 
if a fact-checking process discloses shortcomings 
that would justify a decline in trust in a given story, 
it may or may not reduce trust in the source itself, 
making assessments in this area difficult to interpret.

During elections, fact-checking strategies include 
detecting, tracking and countering mis- and 
disinformation and content curation, emphasizing 
community standards and algorithm changes, with 
some efforts to demonetize content by requiring 
platforms to stop those who generate mis- and 
disinformation from receiving an income from their 
‘clickbait’ or ‘counterfeit news sites’. These efforts 
are complemented by an emphasis on ethical 
practice, media and information literacy initiatives, 
empowering individuals and journalists to track mis- 
and disinformation via content verification tools and 
web content indicators. 17

A meta-analysis of studies examining the 
effectiveness of fact-checking in correcting political 
mis- and disinformation indicates that it can have a 
positive and significant effect by correcting beliefs, 
and it can positively affect beliefs ‘irrespective of 
political ideology, pre-existing positions, context 
(campaign vs. routine) and whether it refutes the 
entire false statement or just parts of a statement’. 18 
The effects of fact-checking on beliefs are not 
very strong, however, with research suggesting 
that effects become almost negligible when study 
designs mimic real-life scenarios. Fact-checking is 
more effective for strengthening preexisting beliefs 
than for countering mis- and disinformation.

11 �Porter & Wood (2021), supported by Luminate and the John S. and James L. Knight Foundation and with participation of Full Fact, Africa Check, Chequeado and others.
12 �Vinhas & Bastos (2022), supported by Twitter, Inc.
13 �Brandtzaeg et al. (2018), supported by the European Commission.
14 �Ye (2023).
15 �Kyriakidou et al. (2023).
16 �Carson & Gibbons (2023), N = 1608, supported by Meta with no role in the design or findings.
17 �Cipers et al. (2023, p. 7).
18 �Walter et al. (2020, p. 366).
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in techniques and practices over time or with 
changes in how people engage with fact-
checked information. At the same time, there 
is an AI systems ‘arms race’ to make mis- and 
disinformation less detectable. 23

2.2	� DIGITAL PLATFORM STRATEGIES TO 
COMBAT MIS- AND DISINFORMATION

The policies and practices reported as being 
adopted by platforms for content moderation 
include: 24

1.	� Flagging and review of content
2.	� Filtering, limiting, blocking or removal of content
3.	� Promotion/demotion of content
4.	� Disabling or removal of accounts
5.	� Transparency in sponsored content
6.	� User involvement
7.	� Appeal mechanisms

Some of these measures are aimed at addressing 
declining trust in the news by, for example, labeling 
news outlets that adhere to international journalism 
standards, providing tools that can be used to 
prioritize trustworthy content and promoting 
trustworthy news to audiences and advertisers. 25

Digital platforms are responding to mounting 
public scrutiny by implementing some measures 
for countering mis- and disinformation – some 
temporary and linked to circumstances such as 
Covid-19 or to specific electoral campaigns. They 
are reluctant to censor content or permanently ban 
prominent users (i.e., political figures) who promote 
mis- or disinformation, although they sometimes 
do so when they become embroiled in politically 
partisan disputes. Although they remain focused on 
using their algorithms to amplify engagement with 
content (including mis- and disinformation), when 
they do seek to moderate what they determine to 
be unacceptable content, their preferred approach 

In the United States, studies suggest that 
perceptions of the objectivity of fact-checking 
organizations are influenced by political and 
ideological divides, which reduces the perceived 
trustworthiness of fact-checks. At the very moment 
that fact-checking is most needed, that is, during 
electoral campaigns, audiences may give little 
attention to fact-checks that contradict their 
political views and preferences. 19 Fact-checking 
is, however, important as part of broader efforts 
to hold power to account. It is also important to 
recognize that fact-checking can leave a trail of 
accountability of politicians, which can reverberate 
in the future by tarnishing their reputations when 
they promote divisive issues in misleading ways.

Another study during the 2020 United States 
midterm elections assessed the effectiveness 
of different interventions to combat mis- and 
disinformation on X. 20 The conclusion was that 
fact-checking by professional fact-checkers was 
less effective than faster algorithmic fact-checking, 
even though the latter was more prone to error. 
Advances in AI systems, for example, generative AI 
(GenAI) tools in the form of large language models 
(LLMs), have succeeded in lowering the costs of 
mis- and disinformation production, while making 
it accessible to more people with little technical 
knowhow or training. 21 This is typically perceived as 
increasing the threat of mis- and disinformation. 
However, a study that examined whether LLMs 
might also be used to counter these kinds of 
information demonstrated that, when used with 
prompts specifically designed for the purpose, 
LLMs may be a useful tool for detecting LLM-
generated mis- and disinformation, 22 indicating that 
the applications of these models depend on the 
motivations of their developers.

It is also important to note that fact-checking 
is not a static process whose effectiveness 
can be assessed without reference to changes 

19 �Walter et al. (2020).
20 �Guriev et al. (2023), funded by the Project Liberty Institute, US
21 �Xu (2023).
22 �Jiang et al. (2023).
23 �Innes et al. (2023).
24 �Bontcheva et al. (2020), Table 5 ‘Curatorial responses from internet communication companies’, pp. 145-146 for a list of content moderation policies by platform.
25 �Mazzoli (2023); these include NewsGuard (a US non-profit supported by the Knight Foundation and Publicis Groupe, France), The Trust Project (a US non-profit funded by 

Craig Newmark Philanthropies, Google, Democracy Fund, John S. and James L. Knight Foundation, Facebook and the Markkula Foundation) and the Journalism Trust Initiative 
(Reporters sans frontières [Reporters Without Borders]), which focuses on technical standards for journalists and media outlets.
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is to act against suspicious behavior on user 
accounts by deprioritizing the visibility of mis- 
and disinformation in news feeds using a mix of 
automated and human curation content moderation 
practices. 26 Furthermore, it is argued that when 
platforms – in this case, Facebook, YouTube and 
X – aim to promote their own growth, the views of 
communities of color, women, religious minorities 
and LGBTQ+ people are ignored, and the harms 
associated with content targeting them remain 
unaddressed. 27

The role of digital platforms in sustaining 
trustworthy information needs to be monitored 
since they are known to roll back measures to 
combat mis- and disinformation, lay off staff or 
weaken privacy policies and impose limits on user 
fact-checking. 28 They have done so at the same 
time as they signed a voluntary AI Elections Accord 
in 2024 to take ‘reasonable precautions’ to prevent 
AI tools from being used to generate content 
that contributes to the disruption of elections as 
a result of the circulation of inaccurate or false 
information. 29

The major digital platform owners (Meta, Google 
[YouTube] and X) are criticized for engaging in a new 
form of ‘private multilateralism’ in their efforts to 
comply with mis- and disinformation governance, 
going beyond requirements in an effort to mitigate 
reputational damage or to ward off legislation, 
granting the platform owners too much discretion 
over who is silenced. 30 An example of silencing 
is when a platform bans a user’s content from 
appearing without notifying the user, with the clear 
effect of stifling the user’s speech. This is a type 
of harm that receives less research attention in 
comparison to research on the harms associated 
with the virality of content. 31 The platforms’ content 
detection and takedown tools are also criticized 
for being designed to tackle very specific forms of 

mis- and disinformation or propaganda, for example 
ISIS- or al Qaeda-generated content, with the result 
that the tools do not work well in other contexts.

It needs to be acknowledged that ‘there is no such 
thing as a “neutral” recommendation algorithm’, 
and it is crucial to avoid simple solutions such as 
insisting on ‘non-discrimination’. 32 Suggestions for 
mitigating the biases of the platforms’ algorithmic 
personalization systems include offering users 
different ranking options in their feeds as a means 
of enhancing their agency, in addition to supporting 
media and information literacy programs and 
boosting public transparency around the design 
and performance of personalization systems. 33 As 
far as the design of platforms is concerned, there 
are suggestions that various forms of content 
moderation do not address the need to provide 
disincentives for the production of mis- and 
disinformation. These might include changes 
in content ranking so as to reward productive 
interactions, limits on the dissemination of content 
on platforms, and alterations to the design features 
of platforms that ‘support the on-platform work of 
peacebuilders’, to facilitate information ecosystems 
in which everyone is able to thrive. 34

2.3	� EFFECTIVENESS OF MIS- AND 
DISINFORMATION COUNTERMEASURES

Diverse governance approaches by states to 
content moderation may be justified by the fact 
that the platforms offer different kinds of services, 
but this means that there is no consistency in 
terms of enforcement, transparency or appeal 
against state or platform content moderation 
decisions.

The European Union’s Code of Practice on 
Disinformation model of content governance 
has been taken up beyond the region, and most 

26 �Saurwein & Spencer-Smith (2020).
27 �Díaz & Hecht-Felella (2021).
28 �Kennis (2024).
29 �O’Brien & Swenson (2024). For an update on commitments made by signatories (Adobe, Anthropic, ElevenLabs, GitHub, Google, LG AI Research, LinkedIn, McAfee, Meta, 

Microsoft, Nota, OpenAI, TikTok and Truepic) to September 2024, see AI Elections Accord (2024).
30 �Borelli (2023).
31 �Horten (2023).
32 �Llansó et al. (2020, p. 3).
33 �Literacy is discussed in Chapter 5, as is public awareness.
34 �Stray et al. (2023, p. 6).
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platforms are employing some form of content 
moderation or oversight system, but within the 
European Union, the transparency of content 
removal policies and practices is criticized in some 
research for being weak. 35 Code implementation 
monitoring indicates its usefulness as a tool, but 
reveals room for improvement: the need for clearer 
procedures, more precise and comprehensive 
commitments, the need for transparent key 
performance indicators (KPIs) and for appropriate 
monitoring. 36 The measures are criticized for being 
too general in terms of content and structure; for 
lack of compliance and enforcement tools; the 
absence of a shared terminology (impacting on 
the focus of actions under the provisions of the 
Code); and a lack of granular platform data needed 
for independent assessment. Also mentioned are: 
the risk of de facto privatization of censorship (i.e., 
delegation of important content-based choices 
to platforms); insufficient collaboration; unclear 
or unstated reporting on regional actions; and 
a lack of standardized procedures to verify the 
implementation of actions under the Code. 37

Despite these criticisms, a study examining how 
global digital platforms have responded to this 
Code of Practice, based on their annual reports, 
concludes that as a form of ‘soft governance’, the 
Code can be effective under certain conditions, due 
to flexible reporting and the higher priority given 
to certain issues by the digital platforms. It is also 
observed, however, that ‘soft governance permits 
companies to window dress low compliance by 
reporting cost effective operational changes’. 38

Investment in these mechanisms varies substantially 
across regions and languages. It is concentrated in 
the Global North, which also sees more consistent 

enforcement of the platforms’ own rules. Smaller 
markets and content in languages other than 
English receive much less attention. 39 Systems for 
automatic content moderation are largely trained 
on English language content because of the gap 
between the quantity, quality and diversity of 
training data in English versus other languages. 40

The International Panel on the Information 
Environment (IPIE) reported on the effectiveness 
of a broad range of countermeasures designed 
to tackle mis- and disinformation, including, but 
not limited to, legislation. It was found, in 2023, 
that fewer than one-fifth of the studies surveyed 
reported that countermeasures were effective, 
and that effectiveness depended on the type 
of intervention and types of information, with 
uncertainty about the size of the effects. 41

When the big tech companies signed their AI 
Elections Accord they acknowledged that ‘deceptive 
AI Election content can deceive the public in ways 
that jeopardize the integrity of electoral processes’. 
They called for a ‘whole of society approach’, and 
said that no individual solution, or even combination 
of solutions, would ‘fully mitigate the risks’. They 
also called for education of the public to mitigate 
risks. 42

Mis- and disinformation campaigns during elections 
expose shortcomings in electoral regulations, 
especially in relation to the use and exploitation 
of social media platforms. The ability of people 
to participate in the public sphere is strongly 
influenced by the effectiveness of co-regulation 
between governments, electoral authorities and the 
digital platforms.

35 �Solomun et al. (2021); see also EC (2022e) and Section 4.2, Chapter 6.
36 �EC (2020a).
37 �ERGA (2020); Monti (2020); Nenadić et al. (2023); Pamment (2020).
38 �Borz et al. (2024, p. 18).
39 �Dergacheva et al. (2023); Global Witness (2023); UN (2023a).
40 �Nicholas & Bhatia (2023).
41 �See IPIE (2023a, b, c), based on a systematic review of 588 peer-reviewed studies of the effectiveness of countermeasures, an expert survey on trends in the global information 

environment and platform responses.
42 �Adobe et al. (2024, p. 1).
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False narratives in the public sphere. 
A study of institutional and regulatory 
frameworks in 2024 showed the absence of 
effective policies for the fight against mis-
and disinformation. For example, 46% of 
women and girls in Central and West Africa 
who participated in the study thought that 
false narratives were being used to dissuade 
women from participating in the public 
sphere. 43

For some time now some governments have had 
laws in place against the communication of specific 
types of false communication during elections. 
Since these were not tailored to scenarios where 
actors are taking advantage of the affordances of 
digital platforms to rapidly and covertly disseminate 
misleading information, countries are updating their 
regulations, notably France and Australia (whose 
new regulations focus on foreign interference in 
elections). Other measures are being directed 
towards the transparency of political online 
advertising, one approach being the creation of 
publicly accessible ad archives. Many countries and 
regions have proposed or passed new laws in this 
area (e.g., Brazil, Canada, the European Union and 
member states – France and the Netherlands – 
India, the United Kingdom and the United States). 44

Brazilian banning order on X. In August 2024, 
a Brazilian court judge issued a banning order 
on X after Elon Musk refused an earlier order 
to suspend more than 140 accounts, which 
the same judge had determined were a threat 
to Brazilian democracy. The judge declared 
that Musk was allowing ‘the massive spread of 
disinformation, hate speech and attacks on the 

democratic rule of law, violating the free choice 
of the electorate, by keeping voters away from 
real and accurate information’. 45 Musk res-
ponded that the judge was ‘an evil dictator’. 46 
It was subsequently reported that X had 
circumvented the ban by an update to its 
communications network, which enabled alter-
native routes for Brazilian users to access X. 47

This episode is a classic case of tension 
between freedom of speech and freedom 
from harm. It is also indicative of struggles by 
countries to introduce policies that respect 
national sovereignty and the rule of domestic 
law. 48 In other cases, X has complied with 
government demands to ban accounts and 
content deemed to be critical as, for example, 
when X demoted or banned content critical 
of India’s Prime Minister Narendra Modi during 
the farmers’ agricultural policy protests in 
2024. 49

The impetus to counter mis- and disinformation 
can be weaponized by authoritarian governments 
to suppress opposition and to control the flows 
of information. 50 Risks associated with anti-
disinformation policies are high when policies 
grant excessive power to government bodies, 
ruling political parties or other established actors, 
enabling them to manipulate communication during 
critical election periods or other crises. 51 Digital 
technologies are being used by governments as 
tools for surveillance, control and censorship, which 
deters political expression and engagement. There 
is also evidence of the increasing involvement of 
the military, police, state information services and 
security consultants, which presents a potential or 
real threat to democracy. 52

43 �Zibi Fama (2024).
44 �Tenove (2020).
45 �Nicas & Conger (2024).
46 �Shapero (2024).
47 �Murphy et al. (2024).
48 �Curzi de Mendonça (2024).
49 �Sankaran (2024).
50 �See Section 4.3.3., Chapter 2 for evidence from different regions.
51 �Tenove (2020).
52 �Casero-Ripollés et al. (2023).
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Of 11 laws introduced between 2016 and 2020 to 
respond to ‘false information’ in Benin, Burkina 
Faso, Côte d’Ivoire, Ethiopia, Kenya, Malawi, Niger, 
Nigeria, South Africa and Uganda, for example, these 
10 countries were found to have passed or amended 
laws or regulations penalizing the publication or 
broadcast of what the authorities considered to be 
false. The 11th, Senegal, used existing laws for the 
same purpose. 53 Given the arbitrary definitions of 
false content that have been adopted, such laws 
are found to have an unwelcome effect on freedom 
of expression and to fail to limit the spread of mis- 
and disinformation. 54

Motivation to share mis- or disinformation. 
In evaluating the effectiveness of governance 
responses to mis- and disinformation it is 
important to recognize that in some countries, 
for example African countries, politically 
motivated mis- or disinformation, often 
expressed as satire, was aimed at ridiculing 
elites and was common before this became 
a preoccupation in the Global North. The 
spread of mobile phone use exacerbated 
the problem of mis- and disinformation, but 
scholars emphasize that analysis needs to 
take values into account, including solidarity, 
interconnectedness and interdependence, 
which help to explain why people are 
motivated to share mis- or disinformation. 55

Democracies with high levels of press freedom 
are more likely to take a more holistic approach 
to countering online disinformation, focusing 
comparatively more on the integrity of their 
election process, media and education initiatives. 56 
Countries with a higher GDP have more initiatives 
and legislation in place than countries with a lower 
GDP. A study analyzing government responses to 
online mis- and disinformation in 103 countries, 
and 10 international and regional organizations 

across six continents, found substantial differences 
between democratic and authoritarian regimes. 
Authoritarian regimes seemed to prefer responses 
that were sufficiently vague to allow them to 
repress opposition and criticism. Examples include 
a cybercrime law in Zimbabwe, enforcement of 
Article 80 of the Constitution in Tunisia, and the 
cybercrime laws in Nicaragua. The less democratic 
the country, the less likely it is to implement 
election-specific responses to maintain the 
integrity of the electoral process. And these 
repressive acts are not limited to authoritarian 
states (such as China, Iran and Russia); they also 
occur in democracies such as India and Mexico. 57

Problems in combating mis- and disinformation 
are exacerbated by the economic fragility of 
news media organizations, which makes them 
susceptible to capture by governments. More legal 
safeguards are clearly needed to prevent the risks 
of political influence. 58 Countermeasures to mis- 
and disinformation can have a negative impact 
on freedom of expression, and even attempts 
in good faith to govern in response to mis- and 
disinformation can be controversial. For example, 
in 2018 Italy enacted the ‘Operating Protocol 
for the Fight Against the Diffusion of Fake News 
through the Web on the Occasion of the Election 
Campaign for the 2018 Political Elections’, giving the 
Postal and Communications Police (Polizia Postale 
e delle Comunicazioni) authority to determine 
whether online claims were false or biased, and 
to recommend judicial action. This was widely 
criticized by experts, the United Nations Special 
Rapporteur for the protection of freedom of 
expression and journalist organizations. 59

Proposals to assist in countering mis- and 
disinformation insist on ‘meaningful transparency’ 
in the way platforms operate, especially regarding 
their content moderation practices, and specifically 
by mandating platform ‘interoperable transparency’. 
Developed by the Internet Governance Forum, the 

53 �Cunliffe-Jones (2021).
54 �Cunliffe-Jones (2021).
55 �Morales et al. (2021).
56 �Cipers et al. (2023).
57 �Cipers et al. (2023), 239 responses comparing level of democratization, press freedom and GDP with types of responses.
58 �Radsch (2023d).
59 �Kaye (2018).
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requirement is that reports published by platforms 
should provide both quantitative and qualitative 
contextual information when they make data 
available for research purposes. They should share 
detailed and intelligible information in standardized 
formats, and make data continuously available in 
an interoperable, understandable and machine-
readable format that is auditable by third parties. 60 
In this way it might become feasible to provide 
clearer explanations of how platform operations 
exacerbate the problem of mis- and disinformation.

3	� The Challenges 
of Information 
Ecosystems 
Governance

This section examines some of the main challenges 
of information ecosystems governance – efforts to 
improve the accountability and transparency of AI 
systems, to foster news media independence and 
press freedom, and govern data in corporatized 
information ecosystems.

3.1	� GOVERNING AI SYSTEMS: 
ACCOUNTABILITY AND TRANSPARENCY

When AI systems are deployed for content 
governance, it presents challenges and 
opportunities for the sustainable design of 
information ecosystems. AI technologies remain, 
to a certain degree, unregulated, even through 
there are more regulations. In September 2024, 
the United Nations AI Advisory Board’s Governing 
AI for Humanity: Final Report stated that voluntary 
commitments to mitigate the harmful effects of AI 
generated content ‘that is likely to deceive in a way 
that causes harm or societal divisions, or which 

promotes war propaganda, conflict and hate speech 
… do not sufficiently mitigate societal risks. Instead, 
a global, multi-stakeholder approach is required, 
along-side binding commitments. 61

Approaches in the United States and Europe, 
including the European Union’s AI Act, encompass 
the prohibition of certain kinds of AI applications, 
stringent rules for high-risk systems (such as 
certification schemes) and broad transparency 
obligations that mirror concerns about the ‘black 
box’ nature of advanced ML systems. As these 
systems are always used in specific social contexts, 
additional regulation within these contexts also 
usually applies. 62 Many of these provisions have a 
bearing on the production and circulation of mis- 
and disinformation.

To effectively regulate AI systems, it is vital to 
understand how the technology is being used, 
and how this impacts on democratic decision-
making systems and on protected rights and 
values. Research emphasizes that international 
standards and governance approaches, regional 
norms and national laws need to be intertwined 
to effectively meet the challenges of automated 
content governance systems. 63 However, the ‘soft 
law’ character of many existing rules (such as 
commitments to limit mis- and disinformation), 
apart from the European Union’s AI Act (which had 
yet to enter completely into force at the time of 
writing), makes assessing regulatory effectiveness 
very difficult.

The AI Act includes specific mention of systemic 
risks through ‘the facilitation of disinformation or 
harming privacy with threats to democratic values 
and human rights’. 64 It also states:

Furthermore, obligations placed on providers 
and deployers of certain AI systems in this 
Regulation to enable the detection and 
disclosure that the outputs of those systems 
are artificially generated or manipulated are 

60 �Belli et al. (2022).
61 �UN (2024a, p. 35, 36, emphasis added).
62 �See Chapter 6.
63 �For a discussion of standards, see von Ingersleben-Seip (2023).
64 �EC (2024c, para. 110).
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particularly relevant to facilitate the effective 
implementation of Regulation (EU) 2022/2065. 
This applies in particular as regards the 
obligations of providers of very large online 
platforms or very large online search engines 
to identify and mitigate systemic risks that 
may arise from the dissemination of content 
that has been artificially generated or 
manipulated, in particular risk of the actual or 
foreseeable negative effects on democratic 
processes, civic discourse and electoral 
processes, including through disinformation. 65

Some critics are not satisfied that policy 
interventions such as the European Union’s Digital 
Services Act (see Chapter 6) and the AI Act will be 
effective in countering mis- and disinformation. 
They argue that regulations on the use of AI 
systems in the generation, moderation and curation 
of content streams need to be better informed 
by evidence of the nature of the threats and 
effectiveness of mitigation measures. 66 Others point 
to the need for effective verification processes for 
assessing compliance, without which ‘this regulation 
risks being as ineffectual as GDPR, yielding only 
marginal improvements in ethical AI system 
practices’. 67

New AI policies. Since 2016 it is estimated 
that some 800 AI policy initiatives in at least 
60 countries have been discussed, with the 
aim of tailoring AI governance to specific 
country conditions in a way that respects 
human rights and results in transparency and 
accountability. 68

Yet others call for clarity on the normative goals 
of AI systems governance. There needs to be a 
shared understanding about what the societally 
appropriate balance between economic and 
innovation imperatives and human rights should 
be. 69 The regulatory challenge is to decide on that 
balance, and then design legislation that is capable 
of delivering and sustaining it against the risks, for 
example, of regulatory overreach by governments, 
and particularly authoritarian governments. 70

Approaches will differ from country to country. 71 
For AI systems generally, and GenAI specifically, 
regulatory solutions need to be approached 
democratically and on a global scale, with 
distinctive approaches that acknowledge that 
conditions vary between the Global North and 
Global Majority World. No set of governing 
institutions is likely to be regarded as ideal by all 
parties concerned, and the key issue is to ensure 
that whatever institutions are in place at the global, 
regional and national levels, they are used in ways 
that are consistent with human rights protection 
and the public’s interest. 72 For the latter, allowing 
private technology firms and regulators primarily 
based in the Global North to set the parameters 
for AI regulation poses significant risks. 73 These 
include the risk that choices about AI systems 
design and deployment, made mainly in the Global 
North, will be inappropriate in different cultural, 
social and political contexts. There is also a risk that 
the largely hidden ability of big tech companies to 
exploit relatively cheap labor in the Global Majority 
World during AI systems development will become 
more widespread if regulatory approaches do not 
take the processes of workforce extractivism into 
account. 74

65 �EC (2024c, para 120; emphasis added).
66 �Nannini et al. (2024) supported in part by European Union Horizon program and the Galician Ministry of Culture, Education, Professional Training and University.
67 �Schmitt et al. (2024, p. 36), supported by the Federal Ministry of Education and Research (BMBF, Bundesministerium für Bildung und Forschung), Germany.
68 �Roberts et al. (2023).
69 �Cornils (2020), supported by AlgorithmWatch, European Policy Centre (EPC), Mainzer Medieninstitut and Civitates
70 �Marda & Milan (2018).
71 �Ashok (2023), funded by Platform Regulation and Operations in the Sharing Economy Project, Australian Research Council (ARC).
72 �Souter (2024).
73 �Ross Arguedas & Simon (2023).
74 �Monasterio Astobiza et al. (2022).
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3.2	� GOVERNING NEWS MEDIA AND PRESS 
FREEDOM

The production and circulation of both accurate 
information and mis- and disinformation are 
crucially dependent on the extent to which the 
news media in a country enjoys press freedom, 
that is, independence from the state or from 
corporate owners. The degree of press freedom can 
influence whether journalists feel secure and safe 
enough to produce content that can be assessed 
as fairly reporting on the conditions in a given 
country. Reporters sans frontières (RSF, Reporters 
Without Borders) defines press freedom as ‘the 
ability of journalists as individuals and collectives 
to select, produce and disseminate news in the 
public interest independent of political, economic, 
legal, and social interference and in the absence 
of threats to their physical and mental safety’. 75 
Measured using indicators of political context, 
legal framework, economic context, socio-cultural 
context and safety, Figure 7.2 shows the state 
of press freedom in 2024, with the World Press 
Freedom Index showing a global average decline of 
7.6 points on the political indicator since 2013. Only 
15% of countries achieved the (green) ‘good’ press 
freedom status. 76

Figure 7.2 
World Press Freedom Index, 2024

Between 2016 and 2020, 400 journalists were 
killed, and in 2020, 73% of 625 surveyed female-
identifying journalists experienced some form of 
online violence. 77 Governance measures to uphold 
the right to freedom of expression and freedom 
from harassment and violent attacks need to 
tackle structural inequalities, technological change, 
political alignments and social transformation. 78 
In the case of news media, these measures 
include efforts to strengthen newsroom practice 
and financial sustainability, and preventing the 
silencing of journalists’ voices; for example, the 
Organization for Security and Co-operation in 
Europe’s (OSCE) Group of Friends on the Safety 
of Journalists is calling for the implementation of 
commitments to protect journalists. 79 Other actions 
include the United Nations’ Plan of Action on the 
Safety of Journalists and the Issue of Impunity 80 
and the work of the Freedom Online Coalition. 81 
In these initiatives, it is important to acknowledge 
the subtleties, trade-offs and negotiations that 
journalists engage in when ‘they try to understand, 
anticipate, leverage, or resist how social media 
platforms see and organize news’. 82 
Measures are needed to protect independent 
journalism – ‘independent journalism needs 
freedom, funding, and a future’ 83 – but the evidence 
confirms that the situation is not improving in many 
countries.

In the early 2010s, Germany and Spain legislated 
in support of the news media in their relation to 
Google’s Search and News products, with mixed 
results. Australia and Canada designed reforms in 
response to the unequal bargaining power between 
digital platforms and news media publishers (the 
News Media Bargaining Code and the Online News 
Act, respectively). Other counties may introduce 
similar legislation, for example, India, New Zealand, 
the United Kingdom and the United States. Skeptics 
argue, however, that these measures are centered 
around disputed claims about the economic 
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75 �RSF (2022).
76 �RSF (2024).
77 �UNESCO (2022d, pp. 17, 20).
78 �Davis et al. (2020).
79 �Kamp (2023).
80 �UN (2023c).
81 �Freedom Online Coalition (2023).
82 �Ananny (2023, p. 1570).

Source: RSF (2024).
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value of news, and that they will not recapture 
the advertising revenue lost to digital platforms. 
This means that the long-term relationship 
between the news media and platforms remains 
contested. 84 These developments can weaken the 
efforts of news media organizations to produce 
accurate news and to provide counters to mis- and 
disinformation.

UNESCO notes that without sufficient funding, news 
media ‘independence can be easily compromised 
and pluralism becomes a shadow of what it should 
be’. 85 Overseas development aid can help to 
sustain journalism and independent media in the 
Global Majority World when it provides scope for 
local initiatives and control over changes. From 
2010 to 2019, however, aid in support of initiatives 
worldwide to sustain the media stagnated as a 
proportion of total aid, at 0.3% of USD 200 billion, or 
an average of USD 300 to USD 400 million annually, 
for initiatives worldwide to sustain the media. 86

In addition to the big tech platforms, intermediary 
companies operate, claiming to free news media 
organizations from dependency on the largest 
platforms. A study of platforms self-describing as 
‘content recommender platforms’ and claiming to 
free up news organizations in this way – Taboola 
and Outbrain – indicates that although they operate 
as ‘match makers’ between advertisers, publishers 
and data brokers, they blur news content with 
sponsored content, making it difficult for audiences 
to detect the difference. 87 Even when smaller 
companies play a role in making news available, 
they operate according to economic incentives 
that lack transparency and depend on corporate 
decisions about news priorities. And, research on 
strengthening the contributions of the news media 
industry to a healthy information ecosystem is 
heavily focused on the United States and Europe.

There are many studies of measures to sustain 
independent, high-quality trustworthy news in 
the face of the growth of mis- and disinformation 
and globally declining newspaper sales, for 
example, tax credits, direct subsidies, philanthropic 
funding, not-for-profit models and subscription 
or membership models. However, none of these 
on their own are likely to fully address the news 
media industry’s funding gaps or strengthen its 
ability to combat mis- and disinformation. 88 One 
challenge is demonstrating that increasing a public 
subsidy or introducing a tax is substantial enough 
to compensate for the historical cross-subsidy 
of news content by advertisers to organizations 
funded in this way. With advertisers now attracted 
to the platforms rather than directly to news 
organizations, it is argued that the cost burden falls 
ultimately on the news-consuming audience, and it 
must be demonstrated that news has value for the 
health of the public sphere and democracy beyond 
the measures used to value news economically.

3.3	� GOVERNING DATA IN CORPORATIZED 
INFORMATION ECOSYSTEMS

Efforts to combat harmful mis- and disinformation 
must address the governance of the data – the 
lifeblood of online systems that enable content 
creation and circulation. Data is generated through 
online engagement. This data is the input to 
algorithmic personalization systems that determine 
who will encounter different kinds of online mis- 
and disinformation.

Strong data and privacy protection regulatory 
frameworks emphasizing compliance and 
promoting international cooperation aim to create 
a secure and rights-respecting data collection 
and processing environment. These are crucial for 
maintaining public trust in platform services, AI 

83 �Nielsen et al. (2019, p. 11), in Brazil, India, the United Kingdom and the United States.
84 �Flew (2023), supported by the Australian Research Council (ARC); Flew et al. (2023); Flew & Stepnik (2024), supported by Australian Research Council (ARC).
85 �UNESCO (2022, p. 7).
86 �Myers & Gilberds (2024), based on interviews with agency representatives, supported by the National Endowment for Democracy (NED), a quasi-autonomous NGO in 

Washington DC, US.
87 �These operate in Israel and embed their widgets in news media websites such as the BBC, CNN or The Washington Post, NBC News and FOX News; see Ratner et al. (2023), 

supported by the European Research Council (ERC).
88 �See Borges & Reviglio (2024); Brogi & Sjøvaag (2023); Henningsen & Krčál (2024); Kennis (2024); Mansell & Steinmueller (2020, pp. 89-94); Mutsvairo (2019); Pickard (2020c, 

2024); Rohn et al. (2024).

http://www.informationdemocracy.org


CHAPTER 7 • COMBATING MIS- AND DISINFORMATION IN PRACTICE

15
www.informationdemocracy.org

INFORMATION ECOSYSTEMS AND TROUBLED DEMOCRACY
A Global Synthesis of the State of Knowledge on News Media, AI and Data Governance

systems and the news media. They are intended 
to enable the beneficial aspects of data collection 
to be realized, but they must do so in a context 
where the monetization of data for profit by big 
and smaller companies is promoted in the name of 
economic growth, while also minimizing potential 
harms and infringements of human rights.

For this reason, the aim of state governance 
interventions is to ensure that data-driven 
products, especially those employing AI, involve 
ethical collection and use of data to ensure 
transparency about how data is used. Ideally, these 
governance measures should mitigate algorithmic 
bias and prevent discriminatory outcomes. Although 
privacy and data protection legislation is intended 
to prevent harmful outcomes, 89 the evidence 
indicates that people’s rights are inadequately 
protected, despite legislative measures.

One reason is the global nature of cross-border 
data transfer operations. This presents challenges 
in ensuring that data transfers comply with robust 
privacy and data protection standards. These 
operations involve jurisdictional complexities when 
data handled overseas must be accorded the 
same level of protection as within the originating 
country. 90 This is especially difficult when digital 
platforms weaken or compromise their privacy 
and data protection practices in line with their 
commercial interests and competitive pressures 
to enhance user engagement and advertising 
revenue. 91

In most countries, the collection and use of 
specific types of data by digital service providers 
— such as biometric data, health information and 
personal identifiers — are subject to stringent 
governance due to their sensitive nature. 92 To be 
effective, a complex legal and ethical landscape 
must be navigated. Studies show that the mere 
existence of data protection laws does not 

translate automatically into effective enforcement. 
In addition, the availability of adequate resources, 
financial and human, is crucial for data protection 
authorities to perform their functions, and this 
varies by country. 93

Examples of claims to effective privacy and 
data protection compliance. In the United-
States, for example, the Health Insurance 
Portability and Accountability Act  (HIPAA)  is 
claimed to be well-enforced, with significant 
penalties for non-compliance given the high 
level of sensitivity of health data. Companies 
that specialize in data analytics and 
involvement with healthcare data navigate 
the HIPAA by leveraging their technological 
expertise to comply, while capitalizing on 
the commercial value of the data. Palantir 
claims that its data management system 
and its advanced security protocols enable 
it to handle sensitive health information 
efficiently and securely, thereby meeting the 
requirements of the HIPAA. 94

This example illustrates how the data economy 
comes to be presented as beneficial for all. The 
commercial success of data analytics companies 
in the health and other sectors shows how 
organizations with substantial resources can thrive 
under stringent legislation by integrating compliance 
into their operational models and using technology 
to manage compliance requirements. Small 
healthcare operators claim that they are burdened 
by the costs of compliance with data protection 
requirements, 95 and there is a robust literature on 
how companies like Palantir are using data in ways 
that discriminate among different segments of the 
population. 96 There is growing experience with data 
anonymization algorithms, but there is always a risk 

89 �Mitchell et al. (2021).
90 �Reis et al. (2024).
91 �Floridi (2013).
92 �Payne et al. (2023).
93 �Bennett & Raab (2006).
94 �Palantir specializes in software platforms for big data analytics, see for compliance statements https://www.palantir.com/attributes/security/.
95 �Chen and Benusa (2017). Calls by leading companies in the development of LLMs for regulation have similarly met with suspicion that their real goal is to stifle competition.
96 �Ulbricht & Egbert (2024), supported by Bundesministerium für Bildung und Forschung (Weizenbaum Institute for the Networked Society) and the European Research Council 

(ERC).
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of re-identification, and anonymity can be reversed. 
In addition, it is unclear how these methods 
compare, and which are most suitable for achieving 
anonymization for specific purposes. 97

At the same time, there are studies of how Palantir’s 
expansion into the health sector in the United 
States brings the risk of many transgressions 
beyond issues of data protection, as the company 
engages in developing invasive surveillance software 
technology, for both the health sector and its 
security business. 98 And in countries beyond 
the United States and across sectors there are 
concerns about how robust privacy and data 
protection legislation is. Examples of areas in which 
the potential for human rights abuses of data are 
of major concern include the use of systemically 
biased data in facial recognition systems used in 
efforts to identify individuals participating in crime, 
including riots or, for example, to identify migrants’ 
children, another area where Palantir is involved 
especially in predictive policing. 99

It is also argued that policy makers tend to focus 
myopically on content and platform governance 
issues and data protection, ignoring the internet 
itself as a key tool for the spreading of mis- and 
disinformation. Greater attention to internet 
intermediaries, including Domain Name System 
(DNS) registries, financial intermediaries and 
Internet certification authorities, is needed if the 
harms of mis- and disinformation are to be tackled 
effectively. 100

4	�Human Rights 
and Mis- and 
Disinformation 
Countermeasures

The United Nations General Assembly comment 
on mis- and disinformation emphasizes the need 
for governance measures to combat mis- and 
disinformation while respecting human rights. It 
cautions that ‘simple solutions to this complex 
problem are likely to censor legitimate speech that 
is protected under international human rights law’. 101 
It also warns against the use of vague definitions of 
mis- and disinformation and strategies deploying 
excessive and disproportionate sanctions, and calls 
for involving diverse stakeholders in developing 
governance strategies. The interim report by the 
United Nations Advisory Board on AI highlights 
the challenge: while new methods of mis- and 
disinformation represent a real threat to political 
processes, strategies to combat mis- and 
disinformation risk infringing human rights. 102

Evidence on efforts to implement mis- and 
disinformation governance measures is mixed on 
whether these measures adhere to the human rights 
principles that countries are signed up to. 103 Based 
on a review of more than 800 sources between 
2020 to 2022, a UNESCO report found that, while 
many countries have laws in place governing online 
content, they are often vague, leading to arbitrary 
measures by public authorities and corporate 
platform operators. There is a gap between 
generic policy and how local issues are dealt with, 
especially when rights protection and business 
model goals are in tension. 104 Even though large 
platform companies have pledged support for the 
United Nations Guiding Principles on Business and 

97 �Sepas et al. (2022).
98 �Lanzing (2023).
99 �Chouliaraki & Georgiou (2022); Lanzing (2023).
100 �Bradshaw & DeNardis (2022).
101 �UN (2022, p. 11).
102 �UN (2023b).
103 �Rajkumar & Ashraf (2023).
104 �Berger et al. (2023).
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Online activity can support protests against 
authoritarian regimes just as it can lead to 
surveillance when people generate trace data 
that bolsters the interests of authoritarian states 
and enables commercial datafication practices. 110 
Campaigns against mis- and disinformation by civil 
society organizations can also support causes that 
are pro-government or attack opposition political 
leaders. When the ambition is to distract, suppress 
or polarize opinion, 111 the affordances of datafied 
information ecosystems can become pro- or 
anti-democratic, and governance initiatives in the 
political sphere may favor legislation that does not 
uphold or defend human rights. 112

In the case of the news media, research on data 
quality assessment frameworks for AI systems used 
in journalists’ workflows emphasizes the accuracy, 
completeness and consistency of data quality from 
the data acquisition stage onwards, the need for 
rules, routines and institutional practices to be in 
place, and improved data literacy. 113 The importance 
of assigning responsibility to someone in the news 
organization, experimenting with AI-enabled prac-
tices with human oversight, and collaborating with 
AI systems developers, is highlighted as especially 
important. Clear lines of accountability for the im-
pacts of automated decisions are needed to ensure 
that responsible parties can be held accountable 
for the consequences of algorithm-based actions, 
and to ensure that people’s rights to freedom of 
expression, privacy and autonomy are protected. 114

Research indicates that government-mandated 
shutdowns of the internet, and other measures 
that impact on online expression during 
elections, is not seen by citizens as being done 
in the public interest, and it is argued that 
the priority in response to vicious circles of 

Human Rights, 105 they often fall short. In addition, 
when multilevel governance measures are in place 
(as in the European Union), national strategies and 
practices can provide uneven protections, and there 
are struggles to coordinate the multiple initiatives. 106

Task forces, expert groups and think tanks are 
proliferating with the aim of influencing policy 
and practice. In sub-Saharan Africa in 2022, of 
46 countries, 20 pieces of legislation against 
‘disinformation’ had passed under penal codes, 
two countries had legislated against falsehoods, 
nine countries had addressed ‘disinformation’, 
focusing on the intent to mislead or deliberately 
spread false information, and eight countries 
were specifically penalizing ‘misinformation’. 107 
In Asia, critics of measures to combat mis- or 
disinformation argue that these are used as ‘a cover 
to silence dissent and legitimate criticism of the 
state’. 108 In many countries, legislation to address 
mis- or disinformation draws on laws dealing 
with defamation, sedition, technology regulation, 
cybercrime and online harassment, which have 
been in place since colonial times, and have 
potentially detrimental implications for the right to 
freedom of expression.

In addition, a study in 2024 of 32 countries (most 
in the Global Majority World) that have introduced 
legislation on mis- and disinformation observed that 
definitions of mis- and disinformation, and penalties 
for distributing it, vary substantially among 
countries. Generally, there is an absence of a clearly 
designated authority to determine what constitutes 
the information targeted by legislation. The authors 
concluded that much legislation ‘risks doing more 
harm than good’, in part because 14 of 32 policies 
give the government authority to decide what is 
‘fake news’. 109

105 �Ruggie (2011) for report of Special Representative of the United Nations Secretary-General for the principles endorsed by the Human Rights Council and an explanation.
106 �Saurwein & Spencer-Smith (2020), funded by the Austrian Academy of Sciences (ÖAW, Österreichische Akademie der Wissenschaften; Hatfield et al. (2023).
107 �Sey et al. (2022, p. 159).
108 �Jayasinghe et al. (2022, p. 192).
109 �CNTI (2024, p. 1, emphasis added); 12 designated as democracies, 19 as authoritarian, 1 unclassified, supported by Craig Newmark Philanthropies, the John D. and Catherine T. 

MacArthur Foundation, John S. and James L. Knight Foundation, Lenfest Institute for Journalism and Google.
110 �Mutsvairo & Rønning (2020).
111 �Bradshaw & Howard (2019); Richter (2024).
112 �Bhatia et al. (2023); Borelli (2023).
113 �Dierickx et al. (2023b), supported by the European Commission.
114 �Beckett & Yaseen (2023), supported in part by Google; see also Alufaisan et al. (2021).
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mis- and disinformation should be to restore faith in 
journalism, not to censor digital media. 115

It is crucial to distinguish between mis- and 
disinformation governance measures that support 
human rights and those that enable ‘privatized 
censorship’ by digital platforms, government 
censorship with technical measures that violate 
privacy and blanket indiscriminate censorship. 116 
As one analyst put it: ‘regulation imagines itself 
as simply enforcing the given and natural norms 
of a decent society...; but from a sociological or 
anthropological point of view we know that law is 
always actually enforcing the mores of the dominant 
group that controls the content of law’. 117

In addition to mis- and disinformation strategies 
being plagued by the challenge of defining what 
counts as mis- or disinformation, government 
measures are criticized for being disproportionate 
or for only tinkering with mis- and disinformation 
problems in some jurisdictions.

Criticisms of government strategies. In 
Brazil, the government’s policy of leaving it to 
platform companies to moderate election-
related content was found to have resulted 
in opaque criteria to detect inappropriate 
content, with platform decisions being likely 
to have an ‘advertising effect’, endorsing 
specific candidates. 118

In India, the Information Technology 
(Intermediary Guidelines and Digital Media 
Ethics Code) Rules, 2021 (IT Rules), updated in 
2023, regulate digital media platforms through 
the Ministry of Electronics and Information 
Technology (MEITy). These apply to social 
media intermediaries, digital news publishers 
and digital platforms. Immediately faced with 
a severe backlash from civil society and digital 

rights organizations, the implementation of 
parts relating to fact-checking were put into 
abeyance by the Supreme Court. 119

In Nigeria, government strategies are seen as 
threatening to close down the media space 
through the 2019 Protection from Internet 
Falsehoods and Manipulation and Other 
Related Matters Bill, which criminalized the 
sharing of information that diminishes public 
confidence in the government. This was seen 
as silencing the voices of people who are 
critical of the government. 120

Policy makers tend to focus myopically on 
platform governance when they tackle mis- and 
disinformation, ignoring the internet itself as a key 
tool for spreading this information. Greater attention 
to internet intermediaries, including DNS registries, 
financial intermediaries and internet certification 
authorities, is needed if the harms of mis- and 
disinformation are to be tackled effectively. 121

5	�Public Appetite 
for Combating Mis- 
and Disinformation

Research finds that people’s awareness of and 
ability to navigate information ecosystems varies by 
country, gender, race, class, culture, socio-econo-
mic position, and more. It is not surprising, there-
fore, that when questions are asked about what the 
public would like states, the private sector or other 
organizations to do to mitigate harms linked to mis- 
and disinformation, the answers depend on the ex-
perience of different aspects of these ecosystems.

115 �Das & Schroeder (2021); De Gregorio & Stremlau (2021).
116 �Berger et al. (2023).
117 �Post (2009, p. 130).
118 �Santini et al. (2023).
119 �Jain (2023); MeitY India (2023); Oladapo & Ojebode (2021); Roy (2024).
120 �Oladapo & Ojebode (2021).
121 �Bradshaw & DeNardis (2022).
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In the case of the news media, investigation of 
perceptions of bias in news media coverage, beliefs 
in the independence of journalists, and attempts by 
news media to build trust concluded:

That there is no silver bullet for cultivating 
the public’s trust. Audiences have different 
preferences around what they are looking for 
from news organisations and what they would 
personally prioritise. Our findings also reveal 
the degree to which attitudes about many of 
these strategies are dependent on existing 
cleavages social, political and cultural – which 
are also unique to some degree to each 
country. Between the Global North and Global 
South … different demographic segments 
have distinctly different relationships with 
civic institutions, which shapes people’s 
expectations towards news media as an 
institution as well. 122

Another study covering several countries found 
that, of those expressing skepticism about the use 
of algorithms in search engines and social media 
platforms for news selection of news, only 30% 
agreed that having stories selected on the basis of 
their previous consumption was a good way to get 
news, and only 27% said they favored having their 
news selected by news industry editors. 123

Research on public attitudes towards platform 
content moderation policies has compared 
attitudes to content moderation by algorithms, 
expert panels or juries of users, finding that expert 
panels were perceived to have greater legitimacy 
than juries or algorithms, but the findings were more 
significant regarding agreement with the moderation 
decision than they were for the process. 124

Other research in the United States has shown that 
public attitudes to the platforms’ use of personal 
moderation tools (such as ‘downvoting’ posts, 
muting and blocking specific accounts – or, in the 
case of X, where individuals use Community Notes 
to challenge accounts whose posts they believe to 
be false or find offensive) versus relying on platform 
moderation and regulatory interventions, found, by 
a narrow margin, some evidence of a relationship 
between greater support for free speech and 
support for platform content moderation. 125 This 
might signal the public’s interest in a ‘pluralistic 
model of speech regulation … in which speech 
must be regulated in a multi-stakeholder fashion’ 
and ‘approval of a shift toward a new approach to 
content curation that emphasizes individual choice 
rather than endorsing top-down censorship by 
platforms or other entities’. 126 It would be a mistake, 
however, to generalize results from the United 
States to other cultures and political systems where 
the principle of freedom of speech is tempered by 
the right to be free from harm. 127

Another study focused on Brazil, India and Germany 
found that interviewees agreed that mis- and 
disinformation ‘brings to the surface and magnifies 
the tensions between national jurisdictions and 
a technology which is transnational in nature’, 
that national regulation is ‘usually toothless when 
problems originate beyond national borders’, and 
that regulation may be exploited by authoritarian 
governments and curb competition. 128

Research highlights the need for transnational 
studies that go beyond the Anglocentrism present 
in many academic papers and reports. 129 There is 
also a need to reflect the views of the many regional 
organizations in the Global Majority World that are 

122 �Banerjee et al. (2023, p. 68; emphasis added), published with the support of the Meta Journalism Project. Survey N = 8,229, nationally representative on key demographic 
variables.

123 �Including Australia, Brazil, Denmark, Finland, France, Germany, Ireland, Italy, Japan, Spain, the United Kingdom and the United States. Sample limitations meant findings are not 
nationally representative for India, Kenya, Nigeria and South Africa. See Newman et al. (2023, p. 10).

124 �Pan et al. (2022), supported in part by the Office of Naval Research, US.
125 �Jhaver & Zhang (2023); Procter et al. (2019), funded by the Economic and Social Research Council (ESRC), UK; see also Riedl et al. (2022) for similar comparisons. For X’s 

Community Notes, see X (2024).
126 �Jhaver & Zhang (2023, pp. 2, 16; emphasis added), citing Balkin (2017).
127 �Rexhepi (2023).
128 �Marda & Milan (2018, pp. 10, 11); stakeholders included academia, civil society, government and policy makers, and industry including platform operators, journalists and software 

developers.
129 �Nguyẽn et al. (2022), supported in part by the Siegel Family Endowment, John S. and James L. Knight Foundation and Microsoft.
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commenting on mis- and disinformation governance 
issues. 130 It is crucial to recognize that the big tech 
companies have become the ‘new governors’ since 
they ‘are now responsible for shaping and allowing 
participation in our new digital and democratic 
culture yet have little direct accountability to their 
users’. 131 In addition, ‘different democracies with 
distinctive underlying sociopolitical contexts and 
cultures have varying ideas and translate values in 
nuanced ways regarding platform regulation’. 132

As one study put it, people’s attitudes towards 
platform regulation are shaped by their ‘folk 
theories’ of partisan political agendas and 
commercial considerations. 133 A study examining 
‘information disorder’ in Asia, the Caribbean, Latin 
America, the Middle East, North Africa and sub-
Saharan Africa recommends a ‘critical praxis’. 
This would link scholarship with practical action 
so that ‘contextual imperatives, lived experience 
and local knowledge feed into policy measures’. 134 
Ethnographic research in unconnected or poorly 
connected communities is needed to understand 
how information spreads through oral networks, and 
how mis- and disinformation manifest in everyday 
life. 135

Taking into account the histories of power relations 
and avoiding epistemologies that reduce complex 
understandings of ‘truth’ to a search for news 
media objectivity are seen as essential. So, too, is 
mobilizing civil society to lobby tech companies 
to do more to tackle information problems. This is 
imperative to reduce unevidenced responses to 
mis- and disinformation by states in the face of 
crises, including war and conflict. 136

Scholars argue for a multistakeholder dialogue 
on measures to achieve inclusive debate on 
responses to mis- and disinformation. 137 State-
initiated mis- and disinformation strategies must 
be developed and implemented in an inclusive 
way, with an emphasis on the ‘procedural fitness’ 
of multistakeholder constructive and inclusive 
dialogue. 138 This means an obligation to consult 
marginalized and vulnerable populations, and to 
devise solutions to the challenges of mis- and 
disinformation based on their judgments and in 
ways that enable participatory action that leads 
to digital self-determination. Dialogue of this 
kind is crucial if reimagined pathways to ensure 
that principles, including feminist ones, inform 
governance strategies and practices that address 
the interests of vulnerable people. 139

There is evidence that governance measures 
could become more consistent with human rights 
standards if policy makers ask themselves whether 
legislation or non-governmental methods are the 
best approach to countering the harms of mis- 
and disinformation. When evidence is sought 
to underpin policy decisions, attention needs 
to be given to how mis- and disinformation are 
defined, whether there is independent oversight 
of interpretations of definitions and adjudication 
processes, and whether content governance 
initiatives are compatible with a healthy information 
ecosystem. 140 In general, research on governance 
measures aimed at moderating online content 
and their effectiveness identifies a lack of clarity 
on definitions and conflicts over values as well 
as divergent views about whether governance 
measures should be discretionary or mandatory. 141

130 �Chairpersons Organizations (2023); UNESCO (2023c).
131 �Klonick (2017, p. 1), funded by the Oscar M. Ruebhausen Fund, US.
132 �Chung & Wihbey (2024, p. 4546, emphasis added), surveys in Mexico, South Korea, the United Kingdom and the United States.
133 �Mont’Alverne et al. (2023), N = 132, funded by the Meta Journalism Project, based on focus groups in Brazil, India, the United Kingdom and the United States.
134 �Wasserman (2022, p. 21).
135 �Wasserman (2022).
136 �Gagliardone et al. (2015); Haas & Kettemann (2024).
137 �Marda & Milan (2018).
138 �Marda & Milan (2018).
139 �IT for Change (2023a, b), independent NGO, Bengaluru, India. Some of these issues are discussed in Chapter 8.
140 �See Matasick et al. (2020); CNTI (2024), supported by Craig Newmark Philanthropies, the John D. and Catherine T. MacArthur Foundation, John S. and James L. Knight 

Foundation, Lenfest Institute for Journalism and Google.
141 �Pradhan (2021).
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6	�Chapter Summary
This chapter has examined measures taken by civil 
society fact-checkers, big tech companies and 
states, including through co-regulatory approaches, 
to counter mis- and disinformation and to assess 
their effectiveness. Human rights protections are 
jeopardized by the way some of these measures 
are implemented. Many of these measures are 
new, and countries are at different stages in 
devising and implementing legislation. Evidence 
of their effectiveness is sparse and sometimes 
contradictory. This also applies to content 
moderation approaches, AI systems regulatory 
initiatives, efforts to encourage media freedom 
and independence, and initiatives to govern the 
production and use of data.

Much of the evidence that is available comes 
from international collaborative studies, some 
of which are independent. There is little clarity 
about the most crucial intervention points where 
governance can have positive impacts. Governance 
around data collection and the parties involved 
in storage, sharing and selling data, and its use in 
data-intensive services and products, needs to be 
strengthened.

The synthesis of research in this chapter shows that:

•	�� A single approach to combating mis- and 
disinformation is neither feasible nor desirable. 
There is no ‘best’ policy. Current research 
is too focused on information itself and on 
technical tools to support countermeasures 
rather than on developing holistic investigations, 
acknowledging the diverse contexts in which 
policies and practices operate.

•	� Research on governance measures aimed 
at moderating online content and their 
effectiveness highlights a lack of clarity of 
definitions of mis- and disinformation used by 
researchers, especially when definitions are 
employed beyond the Global North. There are 
also conflicts over values and differing views 
about whether governance measures should be 
discretionary or mandatory.

•	� There is some evidence that content governance 
methods have a limited effect on people’s 
responses to mis- and disinformation. For 
example, fact-checking is not a static process 
whose effectiveness can be assessed without 
reference to changes in techniques and 
practices over time.

•	� Many fact-checking organizations are 
committed to retaining a ‘human-in-the-
loop’, but automated fact-checking may be 
inevitable given the rise in the volume of mis- 
and disinformation. Large language models 
(LLMs) may be a useful tool for detecting LLM-
generated mis- and disinformation, but this 
depends on developers’ motivations.

•	� The big tech companies could play a greater 
role in amplifying trustworthy information, but 
because these companies aim to promote their 
own growth, the impacts of their strategies 
on communities of color, women, religious 
minorities and LGBTQ+ people are ignored.

•	� Independent fact-checking, AI systems 
governance, news media industry regulation 
and data governance approaches differ 
regarding what is designated as harmful mis- 
and disinformation, who decides, and what 
consequences follow from those designations; 
and there is always a risk that enforcement 
leads to the suppression or violation of human 
rights.

•	� Democracies with high levels of press freedom 
are likely to take an holistic approach to 
countering online mis- and disinformation 
by focusing on the integrity of their election 
processes, news media and education. Legal 
safeguards are needed to prevent political 
influence.

•	� A shared understanding of the appropriate 
balance between the imperatives of economic 
growth, innovation and human rights in 
designing governance to combat mis- and 
disinformation is essential to guard against the 
risks of regulatory overreach by governments, 
particularly by authoritarian governments.
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•	� Evidence on the public’s appetite for policy 
interventions to counter illegal and harmful mis- 
and disinformation suggests a slight preference 
for content moderation undertaken by online 
participants over content moderation by 
platforms or state regulation, but this evidence 
is not conclusive or inclusive of all countries.

Research is needed:

•	� To test countermeasures to mis- and 
disinformation with real-world data extending 
beyond Global North countries. Mixed-method 
quantitative and qualitative approaches are 
essential to reveal a range of experiences. The 
Eurocentrism present in research needs to be 
addressed to make visible the views of the 
many organizations in the Global Majority World 
that are working on mis- and disinformation 
governance issues.

•	� To examine the effectiveness of existing rules 
applying to automated content governance 
systems using risk assessments and audits.

•	� To examine whether content governance 
measures are too general to be complied 
with, to identify shared terminology and to 
create frameworks for company provision of 
the granular platform data that is needed for 
independent assessment of these measures.

•	� To investigate what content governance 
practices would be acceptable to online 
participants in different countries, and what 
countermeasures would be effective in reversing 
declines in public trust in public institutions 
and the news media in countries where this is 
occurring.

•	� To monitor digital platforms’ practices including 
abandoning content self-regulatory measures, 
laying off staff, weakening privacy policies and 
imposing limits on fact-checking.

•	� To examine the incidence of content and 
other governance measures that result in the 
suppression of voices that are critical of state 
authorities.

•	� To assess the extent to which civil society 
and other actors are underrepresented in or 
excluded from institutional choices about 
governing information ecosystems at all levels.
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